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In the Matter of )
)

Polici_ and Rule. )
Concerning Toll Fraud )

In spite of the effort. of interexcbange carriers,

exchange carrier., cellular ..rvice providers, payphone c~nie.

and PBX u.er., the voluae of toll fraud continues to increase.

Every ti.. a .ervice provider plugs one hole in the defense, a

new one is opened. There is no particular reason to believe that

this will change in the future, unless the rules are modified,

and all aeabers of the industry work together.

In fact, new personal co..unication. service. will

pre.ent new opportunities for dishonest entrepreneur. to .teal

long di.tance .ervice.. A. calls transit the facilities of .are

provider. and bounce around the country in search of mobile

.ubscriber., there will be more place. to obtain access to the

public network for illegal purpo.... Without industry-wide

planning and cooperation, the fraud opportunities offered by

cellular and remote access to PBX. will seem small compared to

PCS-related toll fraud.

The Ca.ai.sion can do a variety of things to help in

the control of toll fraud. The co..i.sion should support federal

legislation that makes toll fraud a crime -- to clearly make it

illegal to obtain telecommunications services with the intent not



to pay tor th.. -- and .ake. it ill89al to ..nutacture devices

that tacilitate toll traud. It 8bould also par-it the courts to

order re.titution to all service providers ot the value of their

_rvice. and all their costa.

The ca.aission ahould also work with law entorc...nt

authoriti.. and educate the public on how to protect it.elf

again.t traudulent activities. A Federal Advisory Co..itte.

could add representation ot interests not part of the existing

teleco..unications industry fraud-control bodies.

But such actions by the Co.-ission are not the most

illpOrtant contribution it can .ake to this effort. Rather, Bell

Atlantic· believes that the co..ission must establish a

regulatory fr...work that replaces the current adversarial

process and encourages members ot different segments of the

industry to work together to .inimize fraud.

Under today's rules, when the inevitable fraud occurs,

each of the service providers involved blames the others. Some

can wash their hands of the situation under tariff limitation of

liability provisions. Others simply refuse to pay and force the

defrauded provider into long and costly litigation. Ultimately,

at the end of today's process, everybody bears a share of the

.. <JIM ,

108ses. But the "system" for sharing the risk is unnecessarily
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expen.ive and ti.. COD8UJ1inq and ~r. an adversarial rather

than a cooperative relationabip aaonq provider••

..... cu.i..1oa ...1.....~ a aule aecpiriacJ &11

.vyi. IE-yiel•• to ""e '1M Co.,. of fOll rrawl.

The ca.ai••ion .hould adopt rule. that provide that if

all ..rvice provider. who are in a po.ition to control a certain

type of fraud u.e the fraud-control feature. available to them,

then all would bear a .hare of the co.t of the fraud when it

occurs. Under these circumstance., no one would be held

hanlle••• 2

No provider would receive a windfall, and none would be

left to suffer the total los.. The exchange carrier could not

expect to receive it. full acce•• charges for fraudulent calls

that it might have prevented.] Similarly, the interexchange

carrier would not be paid its retail rate for such calls;

instead, it would be able to recover from the other service

providers 80me portion of the cost imposed by those calls.

Payphone providers would also have to bear a share of the fraud

co.ts, but they would not be liable, as many have been found to

be, for the full retail rates for calls fraudUlently placed

2 Exchange carrier tariff limitation of liability
provision. have been, and would continue to be, perfectly
rea.onable, particularly where the revenues that the carrier
receive. are very ...11 compared to the total value of the
fraudulently placed calls.

] Under this principle, an exchange carrier would share the
coat. of fraud u.ing it callinq card, subscription fraud and
certain type. of private payphone fraud (tho.e types that the
eXchange carrier has .oae capability to control). It would not
share the COlts of PBX toll fraud, clip-on fraud and other types of
fraud that the carrier cannot have any control over.
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throuqh their equi,..nt. ShariftCJ the coats of fraud is, to soae

extent, the .adal followed in the cellular industry.

Under this proposal, ¥ben a custOll8r bought fraud­

control service. froa a carrier (.uch as, exchange carrier

international blocking, screening and calling card validation),

that custo..r would also be buying SOIM measure of "fraud

insurance. " The rates for the_ fraud-control .ervices would

need to be adju.ted to include an "fraud in.urance premium" to

recognize the additional fraud co.t the provider would have to

bear and the added benefit that the customer would receive.

Thi. rule will provide .everal benefits. First, it

will create a real economic incentive for all providers to u.e

the fraud-control service. offered by others. If they do, then

th.y can be confid.nt that they will not be left holding the bag

and that everyone will have to contribute.

Such an incentive appears to be necessary, as many

providers are not taking even the most elementary steps to

protect th....lv•••

Bell Atlantic began offerill9 private payphone
provider. international call blocking service. in
1990 and tariffed the service at the federal level
a year ago. As of last May, fewer than 40 percent
of the private payphones in Bell Atlantic
territory used this service;4 that figure is only
a few perc.nt higher today.

Bell Atlantic offer. it. Line Number Toll
Scr.ening databa.e which allows interexchange
carriers to identify any call origination

Bell Atlantic'. R.ply Co_nts on Further Notice of
Proposed Ruleaaking at 1-2 (June 9, 1993).
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r_~ri~iGIUI on t1le li.. fr.. wbich a call i.
_inq..... Pew in~erexcbanve carri.r. u.e it.

Second, a "no-fault" coat-.harillCJ ..chani•• would be

.i~l. and r.latively inexpensive to adainist.r. 5

Third, it would allow all ..-bars of the indu.try to

focu. their att.ntion on reducillCJ fraud rather than bickerinq

with _ch other over who should be r ••ponsible for individual

in.tance. of fraud.

Bell Atlantic i. not in a po.ition to propo.e foraulae

for apportioninq the costs of different types of fraud, in part

because it doe. not have data about the extent of different types

of toll fraud 10•••• or the fraud control activities of other

..aber. of the indu.try. This idea includes as an essential

el...nt qivinq exchanqe carriers the ability to recover their

n.wly a.sumed liability for the costs of fraud from the users of

their fraud-control services. If the data indicate that such

recovery would not be possible, then this fraud-sharinq idea

would not be workable •

•••pouu to I ••aifia I ..... hi." in the Iotia•.

The co.-ission's Notice asks for comment on a number of

specific questions:

Ixi.ting fraud-control actiyitie.. The Bell Atlantic

telephone companies have actively iapl..ented increased fraud-

5 Bell Atlantic doe. not .upport the Florida psc propoaal
because it would apportion re.ponsibility accordinq to relative
d8CJre- of fault. Notice, 31. While .0.. _lIbers of the Bar ..y
look with favor on the creation of new fact-intensive claims to
litiqate, the creation of .ore disputes cannot be in the
industry'" or the pUblic's, interest.

'tit .ri
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control progr_ in recent JIOntha, vbil. continuing to off.r

cuata.ar. a vari.ty of .creening, blocking and toll re.triction

capabilitie••

Bell Atlantic baa ..tabliabed an around-the-clock
fraud pr.vention cant.r .taff.d by ~re than aixty
..ploy••••

It ha. iJlpl~tecS new operating procedures with
the interexahan9. carrier., both to receive and
i_ediately inv.atlpte fraud al.rt. from th_ and
to provide th_ with inforwation to conduct their
own fraud investigation••

It has i~.ed new control. to help prevent
subscription fraud.

Bell Atlantic has also beCJUn a series of customer

education efforts. For example, it will include a brochure on

toll fraud in the package it .ends to all new customers. The

..tarials it ••nd. to n.w callinq cardholders will contain a

section on fraud prevention tips.

PAyphone frAud. As the Ca.aission is aware, there Are

aeny things that private payphone providers can do -- both in

their own equipment and in services they can obtain from exchange

carriers -- to help the. control fraud fro. their stations.

Th••e cApabilities work and can be eff.ctive at thwarting

attempted fraud. Most payphone providers do not use all the

capabilities available to them, however, and many interexchange

carriers do not use the information Bell Atlantic makes available

to thea that could help them control payphone fraud. The fraud­

cost-sharing rules described above would give them added reasons

to use these capabilities.

de **
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Calling gard fraud. Kxcbange carrier Line Inforaation

Databe... are the pri_ry collection point. ot information for

detecting and controlling calli... card fraud. However, LIDB

sy.te.. cannot .top calling card fraud all by the.selves.

As described below, the...yst... cannot be effective

unle•• other carrier. use th_. In acldition, it is the

interexchanqe carrier rather than the card issuer that is in the

best position to detect certain types of fraudulent calling card

calls. Bell Atlantic could also offer added fraud-control

capabilities if interexchange carriers would provide Bell

Atlantic with additional inforaation as part of the LIDB inquiry.

The primary way that Bell Atlantic detects the

fraudulent use of a calling card call is by keeping track of how

often a card is used. High usage in a short period of time may

suggest that the card number has been compromised and is being

used fraudulently. Bell Atlantic believes that many

interexchange carriers do not send validation inquiries to its

LIDB every time a card is used in order to avoid paying Bell

Atlantic the LIDB inquiry charge. This practice frustrates that

fraud-control protections built into the LIDB systems.

LIDB syetea. cannot detect all fraudulent uses of

calling cards. For exa.ple, eome such calls last for hours.

only the carrier handling the call can spot -- and stop -- thea.

One sign that a card number has been compromised is if

it being used to place calls from several different, distant,

locations. Another is that a card is being used to charge

.....
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ault:iple calls at: t:he _ t:i_. AcJain, t:he int:erexchange

carrier handling t:be calls ia in the beat: position to dat:ect

t:he_ siCJl\S of fraud.

Bell At:lant:ic could do even aore to control calling

card fraud if interexchange carriers would provide Bell Atlantic

with .are information. For ex-aple, the inquiry that a carrier

send. t:o a LIDB .hould include both the t:el.phone number from

which the call i. being aade and the number being called. Bell

Atlantic can u.a this information to investigate in.tanc.s of

suspected fraud. Most interexchanqe carriers do not sand this

inforaation, howevar. In a recent study, Bell Atlantic found

that the worst of the -ajor carriers n.ver sent either number,

while the be.t s.nt one of the numbers less than 40 percent of

the ti... Any rules the Comaission adopts in this proceeding

should include the require.ant that all carriers send this

information on all LIDB inquiries.'

In addition, last summer, Bell Atlantic announc.d its

plan to offer its customers a domestic-only calling card, one

that could be u.ed to place domestic calls, but not international

calls. If widely acc.pted, such a card could significantly

reduce calling card fraud. In fact, sixty percent of the Bell

Atlantic calling card fraud on the network of one major

, Interexchange carrier. should also give Bell Atlantic
infonaat:ion about calls of long duration while the call is in
proqr.... Thi. would permit Bell Atlantic to investigate with the
cardholder whether the call was authorized and to disable the card
in LIDB if Bell Atlantic found that the number had been
coaproaised.

• ell ,
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interaxcbange carrier was for international calls. All

interaxclaanqe carriers would have to sand the called nwaber as

part of the LIDS inquiry to enable ..11 Atlantic to offer a

do..stic-only card. Because only a faw carriers have agreed to

do so, Bell Atlantic has had to postpone introducing this fraud­

control feature.

SUblcr1ptipn fraud. One of the fastest growing types

of toll fraud is SUbscription fraud. This occurs when a custOll8r

orders local service fro. an exchange carrier, presubscribes to

an interexchanqe carrier, runs up large toll charges and vanishes

before the first bill is due. This type of fraud often involves

the customer's allowing numerous friends and acquaintances to use

the phone to place calls. This is soaetimes a 24-a-day

operation, in which the custoaer charge. each user a fee to make

calIon his phone.

Bell Atlantic i8 doing a variety of things to control

this type of fraud. Before opening a new customer account, Bell

Atlantic now insists on receiving mUltiple pieces of verifiable

personal information about the customer. Bell Atlantic has

trained its installation personnel to spot signs of possible

subscription fraud activity.

In addition, 557 technology might give Bell Atlantic a

way to detect the calling patterns associated with SUbscription

fraud much earlier than is now the case. Bell Atlantic has

developed an 557 network monitoring system to increase network

reliability -- it can analyze the messages transiting its 557

• Itt



7

11-,---

10

network in order to detect potential network or equip..nt

trouble.. Bell Atlantic is currently testing this systea in its

own network.

This syst_ could alao have the caPability to capture

and analyze callift9 Pattern inforaation. Por example, it would

be po.sible to program it to alert Bell Atlantic fraud

investigators if there are acre than a certain number of

international calls from a sinqle line. Such a system could

easily reduce this tyPe of fraud to a significant extent.

cellular fraud. The co..ission should give the

cellular industry new tools to coabat fraud. As the co.-i.sion

know., the industry is experiencinq huge losses from intentional

theft of cellular service by organized conspiracies. Bell

Atlantic Mobile suffered a fraud los. of over $1 million in

DeceJaber 1993, and the figure is increasing monthly. This fraud

is accomplished by such ..ans as duplicating or tampering with

cellular phone serial numbers, obtaining service under false

preten••s, stealinq cellular phones and by use of machines such

as Electronic Serial Number/Mobile Identification Number

("ESN/MIN") readers. 7

Cellular carriers have worked cooperatively and with

other carriers to coabat fraud.' But with the growth and

The•• type. of fraud are variously known a. "cloning,"
"tuablinq," "access fraud," "usage fraud" or "SUbscription fraud."

, Thes. initiatives include IS-41 deployaent, positive pre-
call validation, transmission of special ANI II information to
inter.xchanqe carriers and inter-carrier agreements regarding
allocation of charges for fraudulent usage.

• •



Ii 1

11

increasing aopbistication ot the cellular fraud cartela, the

indUStry needa IIOre enforc~t tools and IIOre federal qovermaent

backinq.

The co_issionl.first priority should be to work for

the enactaant of federal legislation that clearly makes cellular

fraud illegal. The law should prohibit theft of .ervice. by any

..ans, includinq usinq the .ophisticated electronic equipment

that i. co.-on in existinq fraud rings.

Second, the co.-ission should amend its rules to

prohibit these types of fraud and perait the co..ission to take

action against the fraud rinqa short of cri.inal prosecution.'

In particular, the coaaiasion .hould i...diately adopt proposed

section 22.929 of the Part 22 rewrite (dealing with tamperinq of

serial nuabers), whether or not the rest of the revisions to Part

22 .re complete.

Third, the co..ission should include technical rules

reqarding the aanut.cture .nd .ale of ESN/KIN readers. These

r.aders .re n.c••••ry tools tor cellular businesses to prograa

and repair cellul.r equipment, but in the hands of cri.inals they

are the electronic equivalent at an assault weapon.

Therefore, readers requl.ted under Part 15 of

ca.aission rul.s should require users to signal with the

tel.phone nuaber in order to acce.s serial number information

fro. a cellul.r phone. This would .ake it more difficult for

, Bell Atlantic .upports the notion of Co_is.ion
forfeiture proceedings ag.inst non-licensee. and non-applic.nts, as
proposed in the Notice <at 20 n.54).

• 'H 1
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t:heae devicea to accea. randoa, leqiti_te UN/MIN coJibinationa

froa cellular phone.. sal. and operation of the.e devic.. a. to

r.ader. DQt regulated under Part 15 .hould be explicitly liaited

to c.llular licen.... or th.ir deaigne•••

QOMlUi••

Whil. it ..y be iapoa.ibl. to eliainate toll fraud, the

t.l.ca.aunication. indu.try abould be able to take significant

.t.P. towards controlling it. The Coaaission should encourage

all providers to use the fraud prevention tools available to

thea, in part by adopting rules that require all providers to

.hare in the coats iapo.ed by toll fraUd when each of thea has

u.ed the available fraud prevention measures. It should also

prohibit actions by one co.pany that ha.per the fraud control

efforts of others.

Respectfully sUbaitted,

. "--

in •

Edward D. Young, III
Of Counsel

Dated: January 14, 1994

Attorneys for Bell Atlantic

1710 H street, N.W.
Washington, D.C. 20006
(202) 392-1497


